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What is a firewall? Explain categories of firewall based on processing mode. (10 lllarks)

*n" *:*.r1ryirrivate networks? Explain different modesof a VPN' (10 Marks)

Wtrat'.i intrusion? Explain briellflhbout Ty_"ig!t IDP-$q,li.rminologies' (10 Marks)

Write ihdrt note on Honey pots, H-Ady nets 2 Dadded-Ge.Ll:rsystem i (06 Marks)

Briefly explain the need of operating system detecti6uij s. .,t*',..: (04 Marks)

a. Define cryptography. expqiA briefly principlepfldyptography' "- (10 Marks)

b. Who canLtta& 
"rypto9,ySti,*s? 

Discuss diffi€# iategories ofattacts on cryptosystems.
.r. ,..,: (10 Marks)

,.ifi'," ui'i1,, *.,,'t,{: 1.;.,r*9O*r_, ,, ,,,,

7d "!i1[t' 
""'-"\a. What are different security mecl{ffiqgins? Briefly expffi'frrem' (10 Marks)

b. With +ebl1ffiagram' explain ndb6'6tt security model'{':' (06 Marks)

c. Distidg{Fh between activq'imd$xsive attacks. oi} (04 Marks)

A ,Li '':tl t" .
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a. ,S}f.ith flow charts, ery,{ain tflL pro..5 of tr{&smission and reception of PGP messages'
r".r u:, . (10 Marks)

lrd
b.libescriUe S/\II[\4S ffdtionality' l. I (05 Marks)

c. Explain S/MlNffiibartificate processingmethod. (05 Marks)

.:

a. Explain ff seCurity architecture with diagram. (10 Marks)

b, With neat diagram, discuss, he basic combinations of security associations' (10 Marks)

a. Write short notes on : .,r,,.

D SSL handshak-e.Protocol
ii) SSL alert pro-bcol'

b; List out the ke,#atures of secure electronic transaction and explain in detail.
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